WORLD INTELLECTUAL PROPERTY ORGANIZATION 
International Bureau 




PCT 

INTERNATIONAL APPLICATION PUBLISHED UNDER THE PATENT COOPERATION TREATY (PCT) 



(51) International Patent Classification 6 : 
H04Q 7/22, 7/32 



Al 



(13) International Publication Number: WO 99/12363 

(43) International Publication Date: 1 1 March 1999 (I 1.03.99) 



(21) International Application Number: PCT/EP98/05496 

(22) International Filing Date: 25 August 1998 (25.08.98) 



(30) Priority Data: 
9718376.8 



29 August 1997 (29.08.97) 



GB 



(71) Applicant (for all designated States except US): NOKIA 

MOBILE PHONES LIMITED [FI/F1]; Kielalahdentie 4, 
F1N-02150 Espoo (FI). 

(72) Inventor; and 

(75) Inventor/Applicant (for US only): KARHU, Jukka-Matti 
IFI/DE]; Stolzestrasse 4, D-45879 Gelsenkirchen (DE). 

(74) Agents: FRA1N, Timothy, John et aL; Nokia Mobile Phones 
Limited, St. Georges Court, St. George Road, Camberley, 
Suney GUI 5 3QZ (GB). 



(83) Designated States: AL, AM, AT, AU, AZ, BA. BB, BG, BR, 
BY, CA, CH, CN, CU, CZ, DE, DK, EE, ES, FI, GB, GE, 
GH, GM, HR, HU, ID, IL, IS, JP, KE, KG, KP, KK, KZ, 
LC, LK, LR. LS, LT, LU, LV, MD, MG, MK, MN, MW, 
MX, NO, NZ, PL, PT, RO, RU, SD, SE, SG, SI, SK, SL, 
TL TM ? TR. TT ? UA ? UG, US, UZ, VN, YU, ZW, ARIPO 
patent (GH, GM, KE, LS, MW, SD, SZ, UG, ZW), Eurasian 
patent (AM, AZ, BY, KG, KZ, MD, RU, TJ, TM), European 
patent (AT, BE, CH, CY, DE, DK, ES, FI, FR, GB, GR. 
IE, IT, LU, MC, NL, PT, SE), OAPI patent (BF, BJ, CF, 
CG, CI, CM, GA ? GN, GW, ML, MR, NE, SN, TD, TG). 



Published 

With international search report. 



(54) Title: A SYSTEM FOR REMOTELY ACCESSING DATA STORED IN A RADIOTELEPHONE 



(57) Abstract 

A system comprising a plurality of ra- 
diotelephones (13) is provided which supports the 
remote accessing of data stored in the memory of 
a radiotelephone (13). A communications appara- 
tus (10) transmits dialled information comprising 
a radiotelephone identifier and a data access re- 
quest, and a controller (1 1) controls connection of 
that apparatus with the radiotelephone (13) iden- 
tified in the dialled information. 
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A SYSTEM FOR REMOTELY ACCESSING DATA STORED IN A 
RADIOTELEPHONE 

The present invention relates to a radiotelephone having a memory and a telephone 
system comprising the same, in particular, it relates to a radiotelephone whose 
memory can be remotely accessed and a system which supports such remote 
access. 

According to one aspect of the present invention, there is provided a radiotelephone 
comprising: a memory for storing data; a transceiver for supporting a call with a 
communications apparatus and receiving dialled information from a communications 
apparatus; a decoder for analysing the dialled information to determine whether data 
access is requested; and a controller for controlling the access of data stored in the 
memory, in response to a data access request. 

Such a radiotelephone supports the remote accessing of data from its memory. 

The controller may control the transceiver to transmit access data to a device in 
response to a data access request. In this way, the transfer of data from the 
radiotelephone's memory is controlled remotely. It may be forwarded to a terminal, 
such as a radiotelephone, a fixed line phone, or a computer. Alternatively, it may be 
transmitted to the communications apparatus which provided the dialled information. 

Optionally, the controller may use the accessed data to control the radiotelephone 
itself and/or a device to which the radiotelephone is directly or indirectly connected. 
For example, the controller may control the radio telephone to delete stored data or 
refresh its battery. It may also control a device, such as a heater, to which it is 
coupled via an output port. 
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p re f era bly the decoder analyses the dialled information to determine whether it 
comprises a password. This provides security protection for the data. 

The radiotelephone may comprise a plurality of memories. In this event, the 
decoder may be arranged to analyse the dialled information to determine from which 
memory data access is requested, so that the controller can control the access of 
the data stored in that memory accordingly. 

According to another aspect of the present invention there is provided a radio 
communications system, comprising: an input for receiving dialled information from a 
communications apparatus, the dialled information comprising a radiotelephone 
identifier and a data access request; and a controller, responsive to the dialled 
information, for controlling connection of the communications apparatus and the 
^ : radiotelephone identified in the dialled information, and for controlling forwarding of 
the data access request to the said radiotelephone. 

Preferably the system comprises means for forwarding data transmitted by the 
radiotelephone in response to the data access request to the input. 

According to a further aspect of the present invention, there is provided a telephone 
system comprising a communications apparatus for transmitting dialled information 
comprising a radiotelephone identifier and a data access request; a plurality of radio 
telephones according to the present invention; and a controller, responsive to the 
dialled information, for controlling connection of the communications apparatus and 
the radiotelephone identified in the dialled information, and for controlling forwarding 
of the data access request to the radio telephone. 

Embodiments of the present invention will now be described, by way of example, 
with reference to the accompanying drawings, of which: 

Figure 1 shows a telephone system according to an embodiment of the present 
invention; 
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Figure 2 shows a radiotelephone according to an embodiment of the present 
invention; 

Figure 3 shows dialled information of various types; 

Figure 4 shows a radiotelephone according to an embodiment of the present 
invention which comprises a plurality of registers having different functions 
associated with them; 

Figure 5 shows a system according to an embodiment of the present invention in 
which location data is remotely accessed; 

Figure 6 shows a system according to an embodiment of the present invention in 
which a car computer is connected to a radiotelephone; 

Figure 7 shows a radiotelephone according to an embodiment of the present 
invention having a memory which stores control data for controlling the 
radiotelephone; and 

Figure 8 shows a system in which a memory from a radiotelephone can be remotely 
accessed by a plurality of callers. 

Figure 1 of the accompanying drawings shows the telephone system according to a 
preferred embodiment of the present invention. It comprises a telephone 10.. which 
can be connected to one of the plurality of radiotelephones 12 to 14 under control of 
the controller 11. Likewise, the radiotelephones 12 to 14 can be connected, via 
controller 11, to another telephone 16, a radiotelephone 17, or a computer 18 via a 
modem. Also, the radiotelephone 13 can be connected to an external device 15, 
such as a car telephone, or a car computer via an output port. 
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Remote accessing of data from one of the radiotelephones 12 to 14 is effected as 
follows. Telephone 10 provides dialled information comprising the phone number of 
the radiotelephone 13 whose data is required, and a data access request. The 
controller sets up a call between the telephone 10 and the requisite radiotelephone 
13, and forwards the data access request to the radiotelephone 13. Assuming that 
the data access request is valid, the data is accessed and forwarded to the desired 
device. For example, the controller may forward the data to the telephone 10 as 
shown in figure 1. Alternatively, it might set up a call between the radiotelephone 13 
and another device, such as telephone 16, radiotelephone 17 or computer 18, so 
that the access data is forwarded to that device. One further option is that the 
access data from the radio telephone 13 is forwarded to the device 15 connected to 
an output port of the radiotelephone. 

Figure 2 shows a radio telephone according to a preferred embodiment of the 
present invention. The radio telephone 13 comprises a transceiver 21 for 
transmitting and receiving data, and a decoder for decoding dialled information 
received by the transceiver 21. The transceiver may, for example, receive dialled 
information as DTMF (Dual Tone Multiple Frequency) signals, in which case the 
decoder is a DTMF decoder, for translating tones back into associated characters 
such as digits 0-9. In this embodiment the radiotelephone also comprises a bank 24 
of memories 24a to 24c for storing data, and a controller 23 for controlling the 
access of data stored in the memories 24a to 24c in response to the decoded dialled 
information, and for controlling the forwarding of accessed data to the transceiver or 
an output port 25. Alternatively, the radiotelephone may comprise only one memory 
24. Remote accessing of data stored in one of the memories 24a to 24c of the 
radiotelephone 13 may occur as follows. 

In this embodiment dialled information is in the form of DTMF signals. For each digit 
dialled, a low and high tone is produced according to the following table. 
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Low tone 


High tone (Hz) 




(Hz) 


1209 


1336 


1477 


697 


1 


2 


3 


770 


4 


5 


6 


852 


7 


8 


9 


941 




0 


# 



Assuming only data from one memory is required, then the data access request 
preferably indicates that memory. For example, an access request for data in 
memory number 1 (reference 24a in figure 2) may take the form 

This will be represented in the dialled information received by the transceiver 21 as 
simultaneous low and high tones at 941 Hz and 1477Hz, then 697Hz and 1209Hz 
and finally 941 Hz and 1477Hz. When the dialled information is received by the 
transceiver 21, the decoder 22 analyses it to determine whether the data access is 
requested. If the aforementioned sequence of high and low tones is received, the 
decoder translates these tones into data representing the characters #1# and 
forwards the decoded signal to the controller 23. The controller recognises this as a 
request for data in memory number 1 (referenced 24a), and consequently allows the 
data in that memory to be accessed. The data accessed may be forwarded to the 
transceiver 21 for transmission to another device, or forwarded to a device 
connected to output port 25 of the radiotelephone 13. The dialled information may 
contain target information indicating for example the target to which the data 
accessed is to be sent. 

Figure 3 shows dialled information of various types. This dialled information could 
be included in the GSM (Global System for Mobile Communications) specification, 
for example, in a similar manner to SMS (Short Message Service) information. 

Figure 3a shows dialled information comprising the phone number 31 of the 
radiotelephone 13 whose data is required, and a data access request 32. The 
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network controller 11 sets up a call between the phone 10 providing the dialled 
information and the radiotelephone 13 identified by the phone 10. At least the data 
access request 32 is forwarded by the controller 1 1 to the radiotelephone 13. The 
transceiver 21 forwards this information to the decoder 22 which forwards a 
decoded signal to the radiotelephone controller 23, which in turn, allows access of 
the data requested. 

Figure 3b shows dialled information comprising the phone number 31 of the 
radiotelephone 13 whose data is required, and the data access request 32, as 
shown in figure 3a. However, this dialled information further comprises a password 
33 for security purposes. The network controller 1 1 sets up a call between the 
phone 10 and the radiotelephone 13 identified by the phone 10, and forwards at 
least the data access request 32 and the password 33 to the radiotelephone 13. 
The transceiver 21 forwards this information to the decoder 22, which decodes the 
information and passes it to the radiotelephone controller 23. The controller 23 
compares the password 33 with a predetermined password, and if the password 33 
is correct, the radiotelephone controller 23 allows access of the data requested. 

Figure 3c shows dialled information comprising the phone number 31 of the 
radiotelephone 13 whose data is required, the data access request 32 and the 
password 33, as shown in figure 3b. However, it further comprises target 
information. As shown in this figure, target information may, for example, be the 
phone number of a target communications apparatus such as the telephone 10 
making the request, a landline telephone 16, a radiotelephone 17, or a computer 18. 
Alternatively, the target information may indicate that the data is to be output to an 
external device 15 via the output port 25 of the radiotelephone 13. Another 
possibility is that the target information indicates that the data is to be used to control 
the radiotelephone 13. For example, data in memory 1, (referenced 24a) may be an 
instruction to clear data from memory 2, (referenced 24b). 

The invention may be embodied in numerous forms, some of which are exemplified 
in figures 4 to 8. 



ISDOCID: <WO 9912363A1_L> 



WO 99/12363 



PCT/EP98/05496 



Figure 4 shows a radiotelephone 40 according to a preferred embodiment of the 
present invention. The radiotelephone 40 comprises a transceiver 41 for 
transmitting and receiving data, and a decoder 42 for decoding dialled information 
received by the transceiver 41. The radiotelephone also comprises a plurality of 
registers 44a to 44e for storing data, and a controller 43 for controlling the access of 
data stored in those registers in response to decoded dialled information. Register 
number 1, referenced 44a, stores location data. That is, it stores data concerning 
the position of the phone. Systems concerning the retrieval of location data are 
exemplified in figures 5a and 5b. Register number 2, referenced 44b, contains data 
from an external device, in this case, data from a car's computer. Figure 6 
illustrates a system in which a car's computer is connected to the output of a 
radiotelephone, so that data from the computer can be stored in the radiotelephone 
and remotely accessed when necessary. Register number 3, referenced 44c, 
contains control data. Such data can be data for controlling a device, such as the 
car computer of figure 6. Alternatively, it can be data for controlling the 
radiotelephone itself, as shown in figure 7. Register number 4, referenced 44d, 
contains data which is to be remotely accessed, for example as exemplified in figure 
8. 

To access register number 1, a caller may, for example, dial *1. Similarly, for 
register number 2, the caller may dial *2, for register number 3, *3 etc. - In each 
case, assuming DTMF is used, the corresponding DTMF tones are transmitted to 
the radiotelephone, are received by the transceiver 41 and then forwarded to the 
decoder for decoding. 

Figure 5a shows a GSM/GPS system (Global System for Mobile 
Communications/Global Positioning System), which comprises a central computer 
51 which can be connected to the radiotelephones 53 to 55 under control of a 
controller 52. The radiotelephones 53 to 55 each comprise a transceiver 56 for 
transmitting and receiving location data, and a decoder 57 for decoding dialled 
information received by the transceiver 56. They also each comprise a memory 50 
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for storing location data and global positioning means 58 for identifying the location 
of the radiotelephone and periodically updating the location data in the memory 50. 
A controller 59 is provided for controlling the access of data stored in the memory 50 
in response to the decoded dialled information and for controlling the forwarding of 
the access location data to the transceiver 56. 

Remote accessing of the location data by the central control 51 is effected as 
follows. The central control 51 provides dialled information comprising the phone 
number of the radiotelephone 53 whose data is required at that time, and a location 
data access request. The controller sets up a call between the central control and 
the requisite radiotelephone 53, and forwards the location data access request to 
the radiotelephone 53. Assuming that the data access request is valid, the location 
data is accessed and forwarded to the central control 51 . 

Figure 5b shows an alternative GSM/GPS system. This system also comprises a 
central controller 51 which can be connected to the radiotelephones 53 to 55 under 
the control of a controller 52. The radiotelephone comprises a transceiver 56 for 
transmitting and receiving data and a decoder 57 for decoding dialled information 
received by the transceiver 56. It also comprises a memory 50 for storing location 
data and a controller 59 for controlling the access of the location data stored in the 
memory 50 in response to the decoded dialled information. An output port 53a of 
the radiotelephone is connected to a global positioning means 58. This global 
positioning means 58 identifies its location and transmits this location data to the 
radiotelephone 53 for storing in the memory 50. The data in the memory 50 may be 
updated periodically, in response to a data access request. 

Remote accessing of the location data is effected as follows. The central control 51 
provides dialled information comprising the phone number of the radiotelephone 53 
coupled to the global positioning means whose position is required, and a data 
access request. The network controller 52 sets up a call between the central control 
and the requisite radiotelephone 53, and forwards the data access request to the 
radiotelephone 53. Assuming that the data access request is valid, the location data 
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in the memory 50 is accessed and forwarded to the central control. Alternatively, as 
mentioned above, if the radiotelephone receives a valid data access request, it, in 
turn, may request updated location data from the global positioning means 58, which 
is forwarded to the memory 50 prior to the controller 59 allowing access of the 
location data. 

The embodiments shown in figures 5a and 5b could be implemented by 
transportation and bus companies, for example, which could automatically fetch the 
location data from the register of a GSM or GSM/GPS phone with no action needed 
by the driver. Other users could include car rental companies, package delivery 
companies, Police, Fire Brigade etc.. 



Figure 6 shows a system according to an embodiment of the present invention, in 
which a car computer is connected to a radiotelephone, such as, for example, a car 
phone. Accordingly, data from the car computer can be remotely accessed via the 
radiotelephone, and also the car can be remotely controlled via the radiotelephone 
as outlined below. 

In this embodiment, a radiotelephone 60 can be connected to one of a plurality of 
radiotelephones and a control of the controller 61. Radiotelephone 62 comprises a 
transceiver 63 for transmitting and receiving data, and a decoder 64 for decoding 
dialled information received by the transceiver. In this embodiment, the 
radiotelephone also comprises a bank 65 of memories 65a and 65b for storing data, 
and a controller 66 for controlling access of the data stored in the memories 65a. and 
65b in response to the decoded dialled information. The radiotelephone 62 is also 
provided with a port 67 for connection to a car computer 68. Environmental data 
from the car can be forwarded from the car computer 68 and stored in memory 65a. 

Remote accessing of such environmental data is effected as follows. 
Radiotelephone 60 provides dialled information comprising the phone number of the 
radiotelephone 62 connected to the car controller 68, and a data access request. 
The network controller 61 sets up a call between the radiotelephones 60 and 62 and 
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forwards the data access request to the radiotelephone 62. Assuming that the data 
access request is valid, the environmental data stored in memory 65a, forwarded 
from the car computer, is accessed and forwarded to the radiotelephone 60. In this 
way, car manufacturers can read data from a test vehicle by calling the memory 65a 
of the radiotelephone 62. 

Aiso in this embodiment, the car computer 68 can be remotely controlled by the 
caller using radiotelephone 60. Memory 65b of the radiotelephone 62 comprises 
control data which is accessed and forwarded to the car computer 68 under the 
control of the radiotelephone's controller 66 in response to a request from the 
radiotelephone 60. This control data may be used to control various aspects of the 
car, a number of which are exemplified in figure 6. In this embodiment, the car 
computer comprises a central control and diagnostics unit 68a, a climate controller 
68b, an engine management unit 68c t an immobiliser unit 68d, a door locking unit 
68e, and an alarm unit 68f. Consequently, the radiotelephone 60 can remotely 
control the temperature of the car, so that it can be heated before the driver gets in 
it. Also, the radiotelephone 60 can remotely lock the doors, set the alarm or 
immobiliser. Moreover, car mechanics can run diagnostic tests and alter 
transmission control etc. remotely without the car owner having to take the car to the 
garage. 

Figure 7 illustrates a radiotelephone according to an embodiment of the present 
invention which comprises a memory for storing data for controlling the phone. This 
radiotelephone 70 comprises a transceiver 71 for transmitting and receiving data, 
and a decoder 72 for decoding dialled information received by the transceiver 71. 
The radiotelephone 70 also comprises a bank 74 of memories 74a to 74c for storing 
data and a controller 73 for controlling the access of data stored in the memories 
74a to 74c in response to the decoded dialled information. The radiotelephone is 
further provided with a power supply means 76, display means 77, volume means 
78, and a port 75 for connecting the radiotelephone 70 to an external device. In this 
embodiment, the memory 74a comprises control data which is accessed and used 
by the controller 73 to control the phone 70 in response to dialled information 
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comprising such a request. The control data may be used to control various 
functions of the phone, a number of which are exemplified in figure 7. For example, 
the control data in memory 1, referenced 74a, may instruct the phone to delete data 
in memory 2, referenced 74b, or to store data from an external device in memory 3, 
referenced 74c. Also, the data in memory 1 may be used to control the power 
supply means 76 to turn the phone off, to control the display means 77 to turn the 
display back iight on or off, or to control the volume means to alter the volume. 

Figure 8 shows a system in which memory of a radiotelephone can be remotely 
accessed by a plurality of callers. This system comprises a plurality of 
communications apparatus 80a to 80d which can be connected to a radiotelephone 

82 under control of a controller 81. The radiotelephone 82 comprises a transceiver 

83 for transmitting and receiving data, and a decoder 84 for decoding dialled 
information received by the transceiver 83. The radiotelephone 82 also comprises a 
memory 88 for storing data input to the radiotelephone via an input means 87, such 
as a keyboard, or via a port 88, for example. A controller 86 is also provided for 
controlling the access of the data stored in the memory 88 in response to the 
decoded dialled information and for controlling the forwarding of accessed data to 
the transceiver for transmission to the calling communications apparatus 80a to 80d. 
Such a system enables the ready transfer of data. It could be used, for example, by 
sales headquarters, to update their central records. The radiotelephone memory 85 
is updated by sales personnel, by example, via a keyboard. This memory 85 is then 
remotely accessed via the sales headquarters to update their central sales records. 

The system may also be used to store the results of events such as sports events, 
an election etc., as they occur, in the radiotelephone memory 85. Then, the public 
are given the telephone and access numbers for the radiotelephone 82, so that they 
may dial in to look at the latest information. 

In view of the foregoing description it would be evident to a person skilled in the art 
that various modifications may be made within the scope of the claims. 
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CLAIMS 

1 . A radiotelephone comprising: 
a memory for storing data; 

a transceiver for supporting a call with a communications apparatus and 
receiving dialled information from a communications apparatus; 

a decoder for analysing the dialled information to determine whether data 
access is requested; and 

a controller for controlling the access of data stored in the memory, in 
response to a data access request. 

2. A radiotelephone as claimed in claim 1, wherein the controller controls the 
transceiver to transmit accessed data to a device, in response to a data access 

* ■ request. 

3. A radiotelephone as claimed in claim 2, wherein the device is the said 
communications apparatus. 

4. A radiotelephone as claimed in claim 1, wherein the controller controls the 
radiotelephone according to accessed data. 

5. A radiotelephone as claimed in claim 1, further comprising a port for 
connection to a device, wherein the controller controls the device according to 
accessed data. 

6. A radiotelephone as claimed in any preceding claim, wherein the decoder 
analyses the dialled information to determine whether it comprises a password, and 
if so, the controller allows access of data stored in the memory. 

7. A radiotelephone as claimed in any preceding claim, comprising a further 
memory for storing data. 
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8. A radiotelephone as claimed in claim 7, wherein the decoder analyses the 
dialled information to determine from which memory data access is requested, and 
the controller controls the access of data stored in the said memory. 

9. A radio communications system, comprising: 

an input for receiving dialled information from a communications apparatus, 
the dialled information comprising a radiotelephone identifier and a data access 
request; and 

a controller, responsive to the dialled information, for controlling connection of 
the communications apparatus and the radiotelephone identified in the dialled 
information, and for controlling forwarding of the data access request to the said 
radiotelephone. 

10. A system as claimed in claim 9, further comprising means for forwarding data 
transmitted by the radiotelephone in response to the data access request to the 
input. 

11 A telephone system comprising: 

a communications apparatus for transmitting dialled information comprising a 

radiotelephone identifier and a data access request; 

a plurality of radiotelephones as claimed in any of claims 1 to 8; and 

a controller, responsive to the dialled information, for controlling connection of 

the communications apparatus and the radiotelephone identified in the dialled 

information, and for controlling forwarding of the data access request to the 

radiotelephone. 
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